Privacy Policy — Multi-Factor Authentication (MFA) via SMS

To protect your account and personal data, we use Multi-Factor Authentication (MFA), which
includes sending one-time verification codes via text message (SMS).

Information Collected

When you enable MFA, we collect and store your mobile phone number for the sole purpose of
delivering authentication codes.

How We Use This Information
Your mobile number is used exclusively to:

e Send authentication codes during the login process;

o Notify you of login attempts or security events related to your account;

e Help verify your identity in case of suspicious activity or password recovery.
We do not use your mobile number for marketing or unrelated communications.
Data Sharing and Disclosure

We do not sell, rent, or share your phone number with third parties for marketing purposes.
Your mobile number may be shared only with trusted service providers involved in delivering
SMS messages, solely for authentication purposes.

Security Measures

We take reasonable administrative, technical, and physical security measures to protect your
phone number and associated authentication data from unauthorized access or disclosure.

Retention

Your mobile number is retained as long as MFA is active on your account. If you disable MFA or
delete your account, your phone number will be removed from our systems in accordance with
our data retention policy.

Your Rights
You may:
e Update or change your registered phone number in your account settings;

e Disable MFA at any time (though this is not recommended for account security);



¢ Request deletion of your personal data in accordance with applicable data protection
laws.

Contact

If you have questions about how your mobile number is used for MFA, or if you believe your
information has been misused, please contact our privacy team at support@reveernow.com.



